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(Unofficial transalation by the Financial and Capital Market Commission)

Regulatory Provisions No. 3          
of 9 January 2018, done in Riga   (Minutes of meeting of the board of the Finance and Capital Market Commission No. 1 3. p.)
With the amendments made by the Regulations Nr. 86 of 29 May 2018 (in force as of 02.06.2018.)
Regulatory provisions for credit institutions and licensed payment and electronic money institutions on enhanced customer due diligence
Issued pursuant to Article 7(2), 21.1 (2), 22(4) and 47(2) 
of the law on the Prevention of Money Laundering 
and Terrorism Financing 
 
I. General provisions
1. The following terms are used in the "Regulatory provisions for credit institutions and licensed payment and electronic money institutions on enhanced customer due diligence" (hereinafter – the Provisions):
1.1. risk – impact and feasibility that a credit institution can be employed for money laundering or terrorist financing;
1.2. risk increasing factor – a factor that increases the risk of money laundering and terrorist financing inherent to specific business relationships or individual transactions;
1.3. risk segments – certain types of risk increasing factors of money laundering and terrorist financing; 
1.4. risk profile of a customer – the risk of money laundering and terrorist financing inherent to a customer, consisting of the aggregated increased risk factors inherent to a customer;
1.5. risk based approach – approach by which a credit institution identifies, evaluates and provides a clear understanding of money laundering and terrorist financing risks to which the credit institution is exposed, and takes measures of risk prevention of money laundering and financing of terrorism correspondingly with the existing risks;
1.6. customer risk assessment score system – a system created by a credit institution, reflecting in numbers the level of risk of money laundering and terrorist financing inherent to cooperation with a particular customer;
1.7. risk score – assessment of the importance of the impact of risk factors in numbers reflecting the impact of a risk factor on the overall risk level.
2. The Provisions are binding to licensed credit institutions and payment institutions and electronic money institutions, as well as their subsidiaries (hereinafter together – a credit institution).
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3. The Provisions prescribe minimum requirements for enhanced customer due diligence and enhanced monitoring of transactions, as well as requirements for the establishment of an internal control system. The credit institution provides detailed requirements for enhanced customer due diligence and enhanced monitoring of transactions in its policies and procedures on the basis of the risk assessment of money laundering and terrorist financing. Credit institution is obliged to prove that the enhanced customer due diligence measures carried out and duly documented have been done in accordance with the inherent risks of cooperation with the customer.
4. The Provisions prescribe the following:
4.1. cases when the credit institution performs the enhanced due diligence of a customer;
4.2. due diligence procedures and the minimum scope of it, upon the start of a business relationship, as well as during the course of the business relationship;
4.3. requirements of establishing and using a customer risk scoring system for credit institutions;
4.4. risk segmentation and appropriate risk assessment procedures of money laundering and terrorist financing;
4.5. special enhanced customer due diligence measures;
4.6. enhanced monitoring procedures of customer transactions.
II. Enhanced customer due diligence procedures
1. General provisions
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5. The amount of information resulting from the enhanced customer due diligence depends on the risks inherent to the cooperation with the customer. The amount of information for enhanced due diligence of various customers may be different.
6. To ensure unity, completeness and continuity of the enhanced customer due diligence process, the credit institution performs due diligence on all products and services used by the customer, including an overall assessment of turnover and balance of the customer's funds. To ensure unity of the enhanced customer due diligence process, the credit institution may carry out all transactions with the customer's funds through the customer's current account.
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7. A credit institution shall terminate a business relationship with a customer, if neither the minimum performance requirements of the enhanced customer due diligence, nor minimum sufficient evidence showing the legal and economic purpose of the customer's transactions can be provided within 45 calendar days from the date on which the pre-conditions of performance of the enhanced customer due diligence have been established.
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8. For customer credit risk assessment a credit institution uses risk segments and the corresponding risk factors given in the Provisions.
9. A credit institution, by establishing business relations and during the business relations, carries out a money laundering and terrorist financing risk assessment, taking into account the following risk segments:
9.1. risk of a customer;
9.2. risk of a country and geographical risk;
9.3. risk of the services and products used by the customer;
9.4. risk of the supply channels of the services and products. 
10. A credit institution performing the customer inherent risk assessment takes into account not only the risks stated in the Provisions, but also the risks identified in the risk assessment of the Republic of Latvia and in the risk assessment of the European Commission of the European Union, as well as other risks characteristic to a financial institution.
11. On the basis of the risk assessment the credit institution ensures development and operation of an internal control system, which allows timely identification of increased risks and risk prevention or mitigation measures to be carried out, including that the procedures provide the cases and the extent to which the customer becomes subject to enhanced due diligence.
12. The credit institution shall ensure that the internal control system of money laundering and terrorist financing prevention, including the information technology solutions, compliance and effectiveness are independently evaluated (audited) at least once every 18 months.
13. Regardless of the customer's risk profile the credit institutions shall perform enhanced customer due diligence if:
13.1. suspicions have arisen that the customer's transactions are eventually involving money laundering or terrorism financing;
13.2. there is information or a request received on the customer or their transactions in connection with money laundering, terrorist financing or criminal offences of correspondent banks;
13.3. there is a request received from Money Laundering Prevention Service, pre-trial investigation authorities, prosecutor's office or court on the customer or their transactions in connection with suspicion of money laundering, terrorist financing or another criminal offence;
13.4. there are requests received on the customer or their transactions in connection with money laundering, terrorist financing or another criminal offence from pre-trial investigation authorities, prosecutor's office or court within criminal proceedings.
2. Enhanced customer due diligence procedures
14. Credit institution shall establish a customer risk assessment scoring system in accordance with the principles set out in these Provisions, ensuring that the customer's risk assessment scoring system reflects in numbers the overall risk level of money laundering and terrorist financing inherent to each customer. Credit institution sets a specific score for each identified risk increasing factor according to the risk level, and the total score forms the customer's overall risk profile. The credit institution shall distribute the maximum possible score of 100 points proportionately by risk segments on the basis of the risk assessment.
15. The credit institution, on the basis of its business activity and the inherent risk of the customers, shall develop and set a weighted average rate and numerical assessment of the individual risk segments and the factors on the basis of which the customer risk assessment scoring system is created. It reflects in total numbers the level of risk of money laundering and terrorist financing inherent to co-operation with a particular customer. The credit institution applying the scoring system shall develop standardised decision-making algorithms. 
16. The credit institution shall determine a specific risk assessment scoring threshold of certain risks, at which the particular customer, as well as the customers forming a related customer group together with the specific customer, become subject to enhanced due diligence measures before the commencement of the cooperation and during it. The credit institution shall perform a review of the customer's risk assessment scoring each time when the enhanced due diligence of the customer is carried out or appropriate risk mitigation measures are applied.
17. The credit institution shall establish and maintain the scoring assigned to each risk factor and provides automated use of it for the establishment of the customer's risk level. The credit institution shall update the scoring assigned to each risk factor at least once a year or as needed if information becomes available showing changes in the information, which has been the basis for the scoring assigned to the risk factor.
18. The credit institution shall develop information technology solutions which automatically identify the risk increasing factors and perform calculations for the customer's risk assessment scoring.
19. The credit institution, on the basis of the risk assessment and the risk profile established for the customer (the score awarded), sets the necessary enhanced customer due diligence measures and the regularity of performance of it. Enhanced customer due diligence measures and their regularity is determined by taking into account the existing risk level. 
20. The credit institution shall establish procedures and prescribe enhanced customer due diligence measures in accordance with the customer's risk profile, including providing the following risk mitigation and enhanced due diligence measures determining the necessity of application, conformity, order and scope of them in accordance with the risk assessment level:
20.1. monitoring, analysis and economic feasibility assessment of the customer's transactions, documenting a reasoned opinion on the substance of the transaction and its compliance with the declared customer's business activity clear to the credit institution and leaving no doubt about the economic and legal objective of the transaction;
20.2. obtaining additional information about the customer from independent sources;
20.3. verification of eligibility of the information provided by the customer for the particular transaction and ascertaining that the documents submitted by the customer do not contain any possible signs of tampering;
20.4. restrictions on the execution of transactions (such as the amounts, currencies, partners, countries) until the necessary information or documents are received;
20.5. execution of transactions only when supporting documents of the transaction are received;
20.6. transaction execution only with consent of a duly authorised employee of the credit institution or senior-level official;
20.7. setting restrictions on services and products (such as determining amount limits of the transaction to be carried out within a specific service, allowing only certain types of transactions or payments, allowing only transactions to certain countries or with certain partners). 
21. The credit institution informs the Financial and Capital Market Commission in writing before launching a new scoring system or making substantial modifications in the current one.
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III. Risk segments and their corresponding risk factors of money laundering and terrorist financing
1. Risk of a customer
22. Risk of the customer is money laundering and terrorist financing risk inherent to the legal form, ownership structure of the customer, the business or personal activities of the customer and the beneficial owner.
23. When assessing the risks inherent to the customer the credit institution shall, based on the risk assessment, take into account at least the following risk affecting factors:
23.1. business or personal activities of the customer and the beneficial owner;
23.2. legal form, ownership structure and behaviour of the customer;
23.3. reputation of the customer or the beneficial owner.
24. The credit institution, taking into account the existing risks, shall perform an evaluation of the type of risks of the customers dividing them into at least in the following types of risks of customers, ranked starting with the lowest-risk types up to the highest risk types, and creating a customer risk evaluation scoring system, which assigns a specific score to each of the types:
24.1. Residents of the Republic of Latvia and the European Economic Area, natural persons whose planned or actual monthly credit turnover does not exceed EUR 15,000;
24.2. foreign persons, not residents of the European Economic Area, natural persons whose planned or actual monthly credit turnover does not exceed EUR 15,000;
24.3. legal persons and legal entities, who have their main activities in the Republic of Latvia;
24.4. legal persons and legal entities whose main activities are not related to the Republic of Latvia, but which are a part of a publicly known foreign group of companies with a good reputation;
24.5. natural persons whose planned or actual monthly credit turnover is more than EUR 15,000;
24.6. natural persons recognised as politically exposed persons, their family members or persons closely related to politically exposed persons, or legal persons and arrangements, the beneficial owners of which are the mentioned persons;
24.7. legal persons and legal arrangements whose main activity is not related to the Republic of Latvia and which are not part of a publicly known foreign group of companies with a good reputation, as well as loro correspondents (respondents);
24.8. shell arrangements.
25. In identifying the risk inherent to the business or personal activity of a customer or the customers' beneficiary owner a credit institution shall, based on a risk assessment, take into account at least the following risk increasing factors, assigning a score to each of them:
25.1. the customer or the beneficiary owner of the customer is an outsourced accountant, lawyer or provider of services regarding founding legal arrangements and providing activity, opening an account with the credit institution in its own name for financial transactions on behalf of the customer;
25.2. the customer or the beneficiary owner of the customer performs any of the following types of commercial activities:
25.2.1. gambling arrangement;
25.2.2. encashment services;
25.2.3. persons trading in immovable property
25.2.4. trade in precious metals and stones;
25.2.5. trade in arms and ammunition;
25.2.6. reinsurance services, except in cases where the service provider is properly licensed and monitoring of the service provider is carried out or the service provider has received an assessment of the investment category by international rating agencies;
25.2.7. cash services (e.g. cashier's offices, currency exchange offices, money transfer agents or other service providers that offer money transfer facilities);
25.2.8. currency trading intermediary services (such as Forex dealers);
25.2.9. provision of such services which are difficult to prove documentarily that they have actually in fact been rendered (such as advertising, marketing services, delivery and maintenance of information technology solutions); 
25.2.10. investment services and investment ancillary services, except in cases when the service provider is properly licensed in a member state of the European Economic Area or any other country whose requirements of laws and regulations as to money laundering and terrorism financing are equivalent to the requirements of the European Union law, and monitoring of the service provider is carried out;
25.3. the customer or the beneficiary owner of the customer is a person related to the sector of activity with a high risk of corruption;
25.4. the customer or the beneficiary owner of the customer is a person related to the sector of activity, where cash transactions play an important role;
25.5. the reason for foundation of the legal person of the customer is unclear and information about the legal and economic objectives of the customer is abstract;
25.6. previous activity and professional experience of the customer or the beneficial owner of the customer is not related to the planned business activity;
25.7. business activity does not comply with the property status of the customer or the beneficial owner of the customer;
25.8. legal or economic justification of the customer's business activities or transactions carried out is unclear (for example, it is not possible to adequately check on the movement of goods and services).
26. Identifying the risk inherent to the legal form, ownership structure and behaviour of the customer a credit institution shall, based on a risk assessment, take into account at least the following risk increasing factors, assigning each a score:
26.1. the customer is a legal entity that emits or has the right to emit bearer shares (equity securities);
26.2. the customer is a legal person whose ownership or membership structure makes it difficult to determine the actual beneficiary owner and, if the structure of the owner of the customer has changed, the reasons for the change of ownership are not clear;
26.3. the customer is an association, foundation or a similar legal arrangement, which is not for profit, except when it has received public benefit organisation status in the Republic of Latvia or it operates in the Republic of Latvia and its monthly credit turnover does not exceed EUR 7,000;
26.4. the transactions or payments made by the customer are complex, unusually large for the customer's business or personal activity or legal and economic objectives are unclear;
26.5. there is a reason to consider that the customer is trying to avoid certain limit values;
26.6. the customer attempts to avoid reporting or trying to hide their business activity.
27. Identifying the risk inherent to the reputation of the customer or the customers' beneficiary owner a credit institution shall, based on a risk assessment, take into account at least the following risk increasing factors, assigning each a score:
27.1. there is negative information available on the customer or the beneficiary owner of the customer, which indicates a possible association with the proceeds of crime or money laundering or terrorism;
27.2. the customer or the beneficiary owner of the customer have had funds frozen or arrested in the past in relation to possible criminal activities;
27.3. there have been previous reports on suspicious transactions of the customer or the beneficiary owner of the customer.
2. Country risk and geographical risk
28. Country risk and geographical risk of the customer is a risk of the credit institution being involved in money laundering or terrorist financing, if working with a customer or the beneficiary owner of a customer who is linked to a country or a territory in which the economic, social, legal or political conditions may purport to a high risk level of money laundering or terrorist financing inherent to the country.
29. The credit institution shall perform country and geographic risk assessment inherent to the customer, the beneficiary owner of the customer and the partners of the customer.
30. The credit institution shall, when assessing the country risk and geographical risk of the customer, based on the risk assessment, take into account at least the following risk affecting factors:
30.1. jurisdiction in which the customer, the beneficiary owner of the customer or the key partners of the customer are located;
30.2. jurisdiction in which the main economic activity of the customer, the beneficiary owner of the customer or business activity of the key partners of the customer is carried out;
30.3. jurisdiction in which the customer, the beneficiary owner of the customer or the main partners of the customer have essential personal or business activity links.
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31. In identifying the country risk and geographical risk inherent to the economic or personal activity of a customer or the customers' beneficiary owner, the credit institution shall, based on the risk assessment, take into account at least the following risk increasing factors, which have a score assigned to each of them during the establishment of the customer scoring system: 
31.1. the customer, the customer's beneficiary owner or a key business partner is related to a country or territory which is included in the list approved by the Cabinet on low-tax and tax-free countries and territories;
31.2. the customer, the customer's beneficiary owner or a key business partner is related to a country or territory to which the United Nations, the United States of America or the European Union have imposed financial or civil restrictions;
31.3. the customer, the customer's beneficiary owner or a key business partner is related to a country or territory included in the list of the international Financial Action Task Force (FATF) of non-cooperative countries or a country or territory for which the organisation has published a statement as for the country or territory where there is no regulatory legislation valid to combat money laundering or terrorist financing or a country or territory in which they have material deficiencies and therefore not complying with the international requirements. The Finance and Capital Market Commission shall inform the credit institution of such countries and territories;
31.4. the customer, the customer's beneficiary owner or a key business partner is related to a country included in the list approved by the European Commission of the countries identified as high risk countries of money laundering and terrorist financing;
31.5. the customer, the customer's beneficiary owner or a key business partner is related to a country where there are significant shortcomings in the field of prevention of money laundering and terrorism financing; 
31.6. the customer, the customer's beneficiary owner or a key business partner is related to a country which has a high level of crime resulting in obtaining proceeds from crime;
31.7. the customer, the customer's beneficiary owner or a key business partner is related to a country or territory where there are no requirements valid to report on financial activity of the company or legal person registration is permitted without specifying the actual address of the location; 
31.8. the customer, the customer's beneficiary owner or a key business partner is related to a country where there is a high risk of corruption (for example, using the national corruption risk assessment conferred by Transparency International);
31.9. the customer, the customer's beneficiary owner or a key business partner is related to a country where there is an unstable political situation.
3. Risk of the services and products used by the customer
32. Risk of the services and products is the risk that the service or the product provided by a credit institution can be used for money laundering or terrorist financing.
33. Assessing the risks inherent to the used services and products of the customer, the credit institution shall, based on the risk assessment, take into account at least the following risk increasing factors:
33.1. level of transparency of the services or products used by the customer;
33.2. level of complexity of the services or products used by the customer;
33.3. the potential amount of turnover of the funds used by the customer for the product or service.
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34. In identifying the risk inherent to the product and services used by the customer a credit institution shall, based on the risk assessment, take into account at least the following risk increasing factors, and in creating the customer's scoring system, assign a score to each of the factors: 
34.1. the customer uses private banking services in the context of which the planned or actual annual credit turnover has exceeded the equivalent of EUR 1,000,000 in rendering tailor-made services to wealthy customers – natural persons – providing comprehensive asset management, including advice on financial planning, investments, tax and succession issues, special terms for loans, special service arrangements for such customers and their transactions, as well as increased customer information privacy policy;
34.2. the customer uses loans secured by financial instruments or other guarantees issued by a credit institution, except when repo transactions are carried out;
34.3. the customer uses trust or fiduciary services, if the amount transferred to the trust or the fiduciary transaction (or the total sum of interrelated trust transactions or fiduciary transactions) exceed the equivalent of EUR 300,000;
34.4. the customer uses the issuing and servicing of payment cards, if one customer – a natural person – makes more than 10, or a legal entity – at least 20 payment cards, or a smaller number of cards if such cards are not linked to the business activity of the customer;
34.5. the customer uses products or services that meet at least one of the following indications:
34.5.1. the customer uses the possibilities of anonymity and international use (such as, online payments, prepaid cards, payment orders, payments via mobile phone and others), which provides the ability to carry out large-scale transactions or a large number of transactions;
34.5.2. too large or unlimited transaction limit inadequate for the person's activity;
34.5.3. possible cash conversion into other more easily transferable instruments that provide a possibility to carry out large-scale transactions or a large number of transactions;
34.5.4. too large cash transactions inadequate for the person's activity;
34.5.5. possibility to perform complex large-scale transactions with a large number of people involved.
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4. Risk of the supply channels of the services and products
35. In identifying the risk related to the type (channel) or how the customer receives and uses the product and services, a credit institution shall, based on the risk assessment, take into account at least the following risk affecting factors:
35.1. distance identification of the customer;
35.2. the amount and the way in which financial institutions use intermediaries and agents in relations with their customers.
36. In identifying the risk inherent to the delivery channels of services and products, the credit institution shall, based on the risk assessment, take into account at least the following risk increasing factors, which have a score assigned to each of them during the establishment of the customer scoring system:
36.1. the customer has not taken part in on-site identification;
36.2. there are agents employed for customer attraction, who are not subject to the requirements of money laundering and terrorist financing prevention or entities whose activities are not properly monitored;
36.3. provision of financial services is based on the technological solutions, limiting customer identification or personal and business activity management features (such as a video identification, e-commerce and its variants).
5. Risk factors of money laundering and terrorist financing during a business relationship
37. The credit institution considers the customer's transactions as transactions with an increased risk of money laundering or terrorist financing, if the transactions meet at least one of the following factors, each of which have a specific score assigned:
37.1. there are requests received from correspondent credit institutions in connection with the customer's transactions regarding the customer or their transactions;
37.2. the customer is a credit institution and the monitoring authority of the customer has applied sanctions for the infringement of money laundering or terrorist financing requirements or faults;
37.3. the payment made or received exceeds the threshold significantly (10 per cent of the threshold) set by the credit institution on the basis of the research results of the customer's business or personal activity;
37.4. the monthly credit turnover exceeds the equivalent of EUR 300,000 or substantially exceeds another lower threshold set by the credit institution on the basis of the research results of the customer's business or personal activity;
37.5. credit turnover within three months exceeds the equivalent of EUR 700,000 or substantially exceeds another lower threshold set by the credit institution on the basis of the research results of the customer's business or personal activity;
37.6. annual credit turnover exceeds the equivalent of EUR 3,000,000 or substantially exceeds another lower threshold set by the credit institution on the basis of the research results of the customer's business or personal activity;
37.7. the first credit transaction into the customer's account is carried out six months from the date of establishing the business relationship with the customer, and the monthly credit turnover has reached the equivalent of EUR 70,000;
37.8. the first outgoing payment from the customer's account is carried out 12 months from the date when the account has been opened;
37.9. cash transaction of a customer – a natural person – exceeds the equivalent of EUR 15,000 or the monthly aggregate cash transactions exceed the equivalent of EUR 70,000, or cash transaction of a customer – a legal person – exceeds the threshold of the total amount of cash transactions set by the credit institution on the basis of the research results of the customer's business activity;
37.10. the customer is an association or a foundation and there is a money transfer made to foreign countries within the business relationship, and the transaction amount exceeds the equivalent of EUR 10,000.
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38. In determining whether the customer has exceeded the thresholds set for the transactions the following may be left unnoticed:
38.1. transfers by the customer to other accounts of the customer in the same credit institution;
38.2. mutual settlements between the credit institution and the customer for the fees, interest payments and currency exchange transactions.
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IV. Minimum scope of enhanced customer due diligence upon establishing a business relationship with the customer
39. The credit institution shall set a risk profile assessment threshold on the basis of a risk assessment and taking into account the customer's risk profile established (score awarded), the exceeding of which enhanced customer due diligence has to be performed prior to commencement of a business relationship with the customer, as well as the scope and procedure of enhanced customer due diligence shall be defined by the credit institution according to the individual levels of the risk profile scoring.
40. The credit institution shall apply enhanced customer due diligence for the customers who meet any of the customer types referred to in Clause 24.5-24.8 of the Provisions.
41. Based on the risk assessment the credit institution applies enhanced due diligence to the customers corresponding to any of the types of customers referred to in Clause 24.3-24.4 of the Provisions if any of the risk increasing factors referred to in Clause 25.1., 25.2, 25.3, 25.4, 25.6, 25.7, 25.8, 26.5, 26.6, 27, 31, 34, 36.1 and 36.2 are present. 
42. Based on the risk assessment the credit institution applies enhanced due diligence to the customers corresponding to any of the types of customers referred to in Clause 24.1-24.2 of the Provisions if any of the risk increasing factors referred to in Clause 25.1, 25.2, 25.5, 25.7, 25.8., 26, 27, 34, and 36 of the Provisions or any of the risk increasing factors referred to in Clause 25.3, 25.4 and 25.6 of the Provisions are present and the planned or actual turnover of the customer's monthly credit exceeds EUR 25,000.
43. Other cases when enhanced customer due diligence shall be carried out and which are not mentioned in the Clause 40, 41 and 42 of the Provisions shall be determined in accordance with the customer's credit risk profile (score awarded), assessing the risk increasing factors referred to in the Provisions and other risk increasing factors identified by the credit institution.
44. Having established the customer's compliance with any of cases referred to in Clause 40, 41, 42 or 43 of the Provisions, regarding the cases when enhanced customer due diligence has to performed, the credit institution shall perform the enhanced customer due diligence and the following measures before the commencement of the business relationship:
44.1. obtain additional information about business or personal activity of the customer and the beneficial owner of the customer, origin of their funds and prosperity, the existing or planned cooperation with the credit institution, information on the customer's key business partners, the nature of the business relations, the size of the planned transaction and location of business operations or the residence of the customer (the actual address of the customer); 
44.2. inquire for further information about the beneficiary owner of the customer, if the customer is a legal person or if it is known or suspected that the customer has established a business relationship with the credit institution in the interest or on behalf of another person. The credit institution acquires and documents supporting information regarding the beneficiary owner of the customer, including a declaration of the beneficiary owner of the customer signed by the customer or the beneficial owner of the customer, copies of the personal identification documents, as well as other certifications (e.g. account statements showing turnover of cash and financial instruments in the accounts in control of the beneficial owner, land registry entries as to the real estates owned by the beneficiary owner, extracts from the transport registers as to the high net worth vehicles owned by the beneficiary owner and others);
44.3. inquire into public information as to whether the customer, their authorised person and the beneficiary owner has previously been convicted or suspected of fraud, money laundering or an attempt thereof. Where such information is recognised, a written approval signed by the management board or an authorised board member of the credit institution shall be received for establishing a business relationship with such customer and regarding the necessary risk mitigation measures;
44.4. if the person wishes to establish a business relationship with a credit institution based in a country which is not related to the personal or business activities of the person, the reasons shall be made clear. The credit institution provides a documented assessment of the validity of the reasoning provided by the customer;
44.5. verify that the customer has a licence, a special permit or it is registered with the competent authority, if it is necessary for the customer's declared activity;
44.6. require the customer, the legal form of which complies with the factor referred to in Clause 26.1 of the Provisions, to temporarily transfer its issued bearer shares to the credit institution for safe storage, as well as receive written confirmation from the customer that the credit institution shall receive written information from the customer in the event of an additional issue of shares of the customer.
45. During the enhanced customer due diligence the credit institution records not only the final conclusions of the due diligence, but also the facts and circumstances, as well as the valuation methods of the facts and circumstances used to reach the conclusion.
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Minimum requirements for enhanced due diligence, performed during a business relationship
46. The credit institution, on the basis of the risk assessment and the risk profile established for the customer (the score awarded), determines cases, scope, frequency, measures and procedures of the enhanced customer due diligence to be performed during the business relationship. 
47. The credit institution shall apply enhanced customer due diligence to the customers who have been applied or should be subject to enhanced customer due diligence under Clause 40, 41, 42 and 43 of the Provisions and any of the following conditions exist during the course of the business relationship:
47.1. the transactions made by the customer correspond to any of the increased risk factors referred to in the Clause 37 of the Provisions;
47.2. the customer carries out large transactions inadequate for their activity;
47.3. the customer makes cash conversion into other more easily transferable instruments;
47.4. the customer makes complex transactions with a large number of people involved;
47.5. the customer who is not a provider of financial services, performs money transfers in connection with loan issuance or reimbursement of third parties, which is not a provider of financial services.
48. The credit institution applying enhanced customer due diligence during the business relationship, takes the following measures:
48.1. verifies if the transactions carried out in the customer's account are in compliance with the customer's declared business activity;
48.2. obtains additional information in order to verify that beneficiary owner indicated by the customer or ascertained by the credit institution is the actual beneficiary owner of the customer;
48.3. verifies the origin of the funds in the customer's account;
48.4. analyses the customer's business or personal activity, including in cases when the customer is a company registered in low-tax areas; the credit institution shall obtain and document evidence of the customer's relationship to a company performing actual business activities and their link to the customer's beneficiary owner.
49. The credit institution shall apply enhanced customer due diligence and transaction monitoring measures in accordance with the customer's risk level, taking into account the risk mitigation measures and the types of customer due diligence measures referred to in Clause 20 of the Provisions. 
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50. While examining if the transactions carried out in the customer's account are in compliance with the customer's declared business activity, the credit institution shall verify the following:
50.1. if the customer's transactions are economically justified and do not substantially exceed the declared amount, including that the credit institution shall obtain supporting information of transactions showing the real movement of goods;
50.2. if the payments of the customer comply with the declared business or personal activities;
50.3. that the customer's transactions with declared and other business partners are not in contradiction with the customer's business activity;
50.4. if the credit institution possesses information supporting the transactions with the customer's key business partners, and assess the veracity of the information provided in the documents, documenting this assessment and indicating all the circumstances in which the reliability of the documents submitted are called into question.
51.50
50. If the credit institution finds that it does not hold sufficient information to ensure the issues referred to in Clause 50.1.–50.4 of the Provisions, it requires explanations or the necessary information and documents from the customer, as well as performs a repeated analysis of the information.
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52. To make sure that the beneficiary owner indicated by the customer or ascertained by the credit institution is the actual beneficiary owner of the customer the credit institution carries out one or more of the following:
52.1. obtains additional information on the financial situation of the beneficial owner;
52.2. finds out about the business or personal activities or previous professional experience, education, etc. of the beneficiary owner, if it is necessary for carrying out the business activities and financial transactions;
52.3. ascertains whether the business or personal activity of the beneficial owner or other legal persons to whom it is the beneficial owner, complies with the economic activity carried out by the customer of the financial institution or is related to it;
52.4. obtains other information indicating that the person indicated as the beneficiary owner controls the customer and gets benefit from their activity, including that the credit institution obtains and documents information describing the financial benefits the beneficial owner has gained from the customer's activity, as well as the legal basis of the control and the gained benefit;
52.5. receives a declaration of the beneficiary owner signed by the beneficial owner confirming that the customer is acting on behalf of or for the benefit of it. 
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53. While analysing the customer's business or personal activity and identifying the origin of the customer's funds the credit institution shall:
53.1. update information on the origin of the funds credited to the customer's account and information characterising the business or personal activity;
53.2. obtain documents supporting the declared business or personal activity or the origin of funds in the account, including the customer's explanations and documentation of the transactions or facts that have been the basis for performance of the enhanced due diligence;
53.3. verify the compliance of the transactions with the information available on the customer's financial situation (financial statements) and business activity. If the customer's financial statements are not available to the credit institution, it shall ascertain and document the reasons that hinder the submission of such reports and shall assess the impact of the information provided on the customer's risk profile of the cooperation. By analysing the major transactions of the customer, the credit institution provides an assessment of their compliance with the customer's business or personal activity, extent and the business activity characteristic to the market;
53.4. clarify other customers in the credit institution who have the same beneficial owners. The credit institution shall document a group of customers with one beneficial owner, pointing out the role of each group member, and shall deliver a reasoned opinion on the legal and economic nature of the activities of the group of related customers, including their mutual transactions;
53.5. clarify other customers of the credit institution who are employed in a group of mutually related customers and evaluate the overall activity of the customer group, pointing out the role of each group member, and shall deliver a reasoned opinion on the legal and economic nature of the activities of the group of related customers, including their mutual transactions
53.6. assess the need to meet the customer in the location of their business activity in order to ascertain that the previously submitted information about the beneficiary and business activity complies with the actual situation.
54. By performing the enhanced customer due diligence and receiving the documents submitted by the customer the credit institution shall take the necessary steps to ensure the compliance of the submitted documents and the fact that they do not contain signs of tampering.
55. During the enhanced customer due diligence the credit institution records not only the final conclusions of the due diligence, but also the facts and circumstances, as well as the valuation methods of the facts and circumstances used to reach the conclusion.
28
VI. Special enhanced customer due diligence measures
56. The frequency and scope of the transaction monitoring and customer due diligence shall be set by the credit institution taking into account the existing money laundering risks and the risk assessment score level assigned to the customer. In reconfirming that the customer's transactions comply with the factors referred to in the Clause 37 of the Provisions or other increased risk factors identified by the credit institution, the credit institution shall assess at least the following criteria:
56.1. whether the details of the transactions (partners, currency, payment amount level, target group and the like) are similar to those previously performed transactions (for not less than three transactions in a row);
56.2. whether the transactions comply with the customer's declared business or personal activity;
56.3. whether for the purposes of the enhanced customer due diligence it is necessary to set a requirement to carry out due diligence of each transaction of the customer;
56.4. whether it is necessary to apply the due diligence provisions to the customer by which to examine and document at least the findings on the compliance of the transactions in the customer's account with the declared ones; 
56.5. where there is doubt about the veracity of the information held by the credit institution, it shall reconfirm the compliance of the previously submitted information about the beneficial owner and the business or personal activity with the actual situation.
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57. Having established that the customer's transactions correspond with any of the factors referred to in the Clause 37 of the Provisions, the credit institution, on a regular basis (at least every 12 calendar months), shall verify that the risk increasing factors and the determined risk level of the customer has not changed and whether the transactions made by the customer raise suspicions of money laundering or terrorist financing and shall ensure that the credit institution possesses up-to-date information characterising the business activity of the customer.
58. Having established that the customer's transactions correspond with the factor referred to in Clause 37(7) of the Provisions the credit institution shall evaluate the information about the causes of the delays in the customer's activity and, if necessary, update information on future business activity and transaction volumes.
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59. Having established that the customer's transactions correspond with the factor referred to in Clause 37(9) of the Provisions the credit institution shall verify the compliance of usage and amount of the cash transaction with the type of customer's business or personal activity and turnover.
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60. Having established that the customer's transactions correspond with the factor referred to in the Clause 37(10) of the Provisions, the credit institution shall:
60.1. verify the compliance of the transaction with the purpose of the establishment of the association or foundation and activities of it;
60.2. obtain additional information about the objectives, in the fulfilment of which the particular transaction had been made;
60.3. obtain information on the funding sources and major donors of the association or foundation.
60.1 In order to establish that the prohibition determined in Section 21.1 of the Law on the Prevention of Laundering the Proceeds from Criminal Activity (Money Laundering) and of Terrorist Financing should be applied, considering the indications set forth in Section 1, Paragraph 15.1, sub-clause (a), and acquire documentary information, proving the existence of commercial activity or economic value, a credit institution shall acquire, inter alia, the information and documents referred to in one or several sub-clauses of this Paragraph to the extent it is sufficient in order to ascertain that the legal person is not a shell arrangement according to the above mentioned indication. On the basis of a risk assessment of legal persons that could correspond with indications on the shell arrangements in accordance with a risk assessment, a credit institution shall acquire and evaluate, inter alia, the following information and documents:
60.1 1. sufficiently explaining the business activity model of the legal person;
60.1 2. annual financial report, audited by an external auditor, being independent from the legal person, from which sufficient understanding may be obtained regarding transactions performed by a legal person, and to establish whether the profit corresponds with the commercial activity and turnover of the legal person; 
60.1 3. confirming the actual movement of products and services within the framework of the commercial activity implemented by the legal person. If the activity of a legal person, considering the purpose of foundation thereof, is not related to the movement of products and services, information and documents should be obtained, confirming and describing the compliance of the activity of the legal person with the purpose of foundation thereof (for example, only holding of an asset in accordance with the business activity model);
60.1 4. about key cooperation partners of the legal person, confirming the actual commercial activity of cooperation partners;
60.1 5. confirming that the legal person performs tax payments (tax declaration), if the regulatory enactments determine the obligation to pay taxes in the particular situation;
60.1 6. confirming that the legal person has attracted other persons on the basis of a contract (such as employees, outsourcing providers), who actually organise and perform the duties that refer to the commercial activity of the legal person, making sure of the compliance of duties with the commercial activity and turnover of the legal person.
60.2 A credit institution shall determine the scope, nature and assessment principles of information and documents to be obtained in accordance with Clause 60.1 of this Regulation, depending on the area of activity of the legal person, duration of activity (for example, a start-up) and legal status (for example, a union), as well as shall take into account other risk factors, related to the legal person’s risk (such as legal form, structure of owners), state and geographical risk, the risk of used services and products and the risk of delivery channels of services and products.
60.3 A credit institution shall maintain updated information about shell arrangements in the credit institution, specifying the following information:
60.3 1. name of the legal person that has been recognised as a shell arrangement;
60.32. Indication or indications referred to in Section 1, Paragraph 15.1 of the Law on the Prevention of Money Laundering and Terrorism Financing, the shell arrangement is corresponding with;
60.3 3. the date as of which the legal person has been recognised as a shell arrangement;
60.3 4. the date, when cooperation with the legal person that has been recognised as a shell arrangement has been commenced;
60.3 5. country of residence of the legal person that has been recognised as a shell arrangement;
60.3 6. name and surname of the beneficial owner of the legal person that has been recognised as a shell arrangement;
60.3 7. country of residence of the beneficial owner of the legal person that has been recognised as a shell arrangement.
60.4 On the basis of risk assessment, a credit institution shall acquire information about the key cooperation partners of legal persons, who have increased risk, - shell arrangements, corresponding with the indications referred to in Section 1, Paragraph 15.1, sub-clause (a) and (b) of the Law on the Prevention of Money Laundering and Terrorism Financing. If a credit institution has such cooperation partners, it shall perform an additional study of the legal person having increased risk, in order to eliminate the risk as much as possible that the legal person, having increased risk, operates in the interests of such shell arrangements, the servicing of which is prohibited in accordance with Section 21.1, Paragraph one of the Law on the Prevention of Money Laundering and Terrorism Financing.
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VII. Requirements for maintenance of electronic databases of customer information subject to enhanced due diligence
61. To improve the transparency of information about customers who are subject to enhanced due diligence requirements, the credit institution shall maintain an electronic database containing the following entries for its customers, subject to the enhanced due diligence requirements:
61.1. name;
61.2. legal address;
61.3. address of the customer's place of commercial activity;
61.4. description (typology) of the customer's commercial activity;
61.5. customer's registration date;
61.6. date of commencement of the business relationship with the customer;
61.7. date of termination of the business relationship with the customer and motivation. If the cooperation is not terminated, fill in the field indicating "NA";
61.8. name, date of birth, country of residence of the beneficial owner of the customer;
61.9. name, date of birth, country of residence of the customer's authorised person; 
61.10. request the customer's transaction from the correspondent bank and the credit institution's response to it. If a request from the correspondent bank is not received, fill in the field indicating "NA".
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62. A credit institution shall regularly and promptly update the information to non-resident customers in electronic databases.
63. A credit institution shall provide regular reports on the information included in the databases mentioned in the Clause 61 of the Provisions or online access to the databases mentioned in the Clause 61 of the Provisions upon a request by the Financial and Capital Market Commission.
VIII. Enhanced monitoring procedures of customer transactions
64. Enhanced monitoring procedures are applied to the transactions of the customer subject to enhanced due diligence. The credit institution determines a threshold in the customer risk scoring system, in excess of which enhanced monitoring of the transactions is applied throughout the course of the cooperation.
65. The enhanced monitoring of transactions of the customer shall apply until the credit institution has acquired the information required for enhanced customer due diligence or has decided to terminate its business relationship with the customer.
66. For the purposes of performing enhanced monitoring of customer transactions the credit institution shall set reasonable restrictions in order to maintain the required customer performance management and adequate control over the customer's transactions ensuring compliance with the permissible risk exposure limits described in the credit institution's money laundering and terrorist financing risk management strategy. A credit institution shall set the necessary risk mitigation measures, making relevant records, and appoint an official responsible for following these restrictions, including:
66.1. determines that the transaction is executed only by approval of a credit institution officer or a senior official;
66.2. sets quantitative limits of the customer's transactions;
66.3. permits only certain types of transactions or payments (such as payment of taxes and the like);
66.4. permits transactions to certain countries or certain partners only;
66.5. executes a transaction only after supporting documents are received;
66.6. determines other types of supervisory measures or restrictions.
67. If the credit institution finds it necessary it may leave the restrictions described in Clause 66 of the Provisions valid even after the information necessary for the enhanced customer due diligence is obtained.
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IX. Closing provisions
68. As a result of the entry into force of the present Regulations, the Financial and Capital Market Commission’s Regulations No. 234 of 23 December 2015 “Regulatory provisions for credit institutions and licensed payment and electronic money institutions on enhanced customer due diligence” shall become invalid.
69. A credit institution that uses the customer risk scoring systems introduced in a whole consolidated group, but where the group's parent company is registered in another country, may use that existing customer risk scoring system, if the following conditions are met: 
69.1. the parent company of the group is registered in a country whose requirements of laws on money laundering and financing terrorism are equivalent to the laws on money laundering and financing terrorism valid in the European Union;
69.2. by 31/08/2016 the credit institution has submitted evidence to the Financial and Capital Market Commission proving the customer risk scoring system provides the risk assessment and management characteristics to the financial services, customer base, operation geography and service delivery channels of the credit institution, that ensure compliance with these Provisions and has received a written confirmation from the Financial and Capital Market Commission on the compliance of the customer risk scoring system with the requirements of these Provisions.
70. Credit institutions, when performing activities in order to identify the indication set forth in Section 1, Paragraph 15.1, sub-clause (a) of the Law on the Prevention of Money Laundering and Terrorism Financing and apply the prohibition set forth in Section 21.1, shall ensure the improvement of policies and procedures in accordance with Clause 60.1, 60.2, 60.3 and 60.4 of the Regulation within a time period of one month from the day of amendments, supplementing the Regulation with the above mentioned paragraphs coming into force, but improvement of information technology systems - within a time period of three months from the day of coming into force thereof.
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